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Abstract

Objective: The present study aims to explore and explain a comprehensive model of the deterrent
capacities of social networks for the prevention of cybercrimes. This research seeks to identify the
technical, legal, and social components in order to provide an integrated framework for enhancing
security within the digital ecosystem.

Methodology: This research is applied in terms of purpose and mixed-methods (qualitative—quantitative)
in terms of the nature of the data. In the qualitative phase, data obtained from semi-structured interviews
with 15 experts in the fields of criminology and cybersecurity, selected through purposive sampling, were
analyzed using Braun and Clarke’s thematic analysis strategy and Attride-Stirling’s thematic network
approach. In the quantitative phase, in order to validate the extracted model, a researcher-made
questionnaire was distributed among users, and the data were analyzed using the structural equation
modeling technique. The validity and reliability of the research instrument in both phases were confirmed

through test-retest indices, content validity, and Cronbach’s alpha.
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Findings: The qualitative results led to the identification of 92 basic themes, 24 organizing themes, and 6
global themes, including platform protective responsibility, awareness of cyber rights and duties, user
self-control, normative health of the environment, perceived social surveillance, and reduction of cyber
victimization. In the quantitative phase, the findings indicated that all model relationships were confirmed
with critical values exceeding 1.96. The strongest statistical linkage was related to the effect of perceived
social surveillance on user self-control (8.879) and the mediating role of self-control in reducing
victimization (8.489). Furthermore, platform protective responsibility, with a coefficient of 5.214, was
identified as the primary driver of situational prevention.

Conclusion: The research findings demonstrate that sustainable security in cyberspace is the product of
synergy among the technical architecture of platforms, the supervisory authority of governing institutions,
and the enhancement of users’ legal literacy. Accordingly, policymakers should focus on the necessity of
implementing security protocols in design and strengthening the individual defense chain through
protective education.
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